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1 RECITALS  
 

Artificial Intelligence (hereinafter also referred to as AI) consists of a rapidly evolving family of 
technologies that can contribute to the achievement of a wide range of benefits across the entire 
spectrum of economic and social activities and that entails increasing applications in the banking 
and financial fields.  

The use of AI enables improved forecasting, optimised operations and resource allocation, as well 
as customisation of the digital solutions available to individuals and organisations. For these reasons, 
it can provide key competitive advantages to businesses and lead to socially beneficial results. 
However, the AI may simultaneously entail risks and affect public interests and protected rights, 
depending on the circumstances of its application and use. 

Being aware of the significant benefits and contextual risks associated with the use of AI, the 
European Union has defined, with Regulation (EU) 2024/1689 of 13 June 2024, known as the 
“Artificial Intelligence Act” (hereinafter the “Regulation”) the legal framework to promote the 
development, use and adoption of AI in the internal market, while also ensuring a high level of 
protection of public interests, such as health, safety and the protection of fundamental rights, as 
recognised and protected by European law.  

The Intesa Sanpaolo Group intends to use the AI in full adherence to the principles set forth in the 
Regulation and, with this in mind, adopts these Guidelines defining roles, responsibilities and macro-
processes. They should serve as a guide in AI use and will be adapted from time to time according 
to regulatory and technological developments. 

These Guidelines, addressed to all Group Companies, supplement company and Group regulations 
- in particular those on information systems, IT security, business continuity, privacy protection, data 
governance and any additional internal and external regulations relevant and applicable to the 
specific context of use - regulating the AI-specific aspects that distinguish it from the existing 
provisions. 
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2 REFERENCE REGULATIONS 

2.1 Artificial Intelligence Act 
Regulation establishes harmonised rules on AI with the aim of promoting the development, use and 
adoption of safe, reliable and ethical artificial intelligence. The Regulation provides specific 
requirements for "Artificial Intelligence Systems" (hereinafter "AI Systems") and "General Purpose 
AI Models" (hereinafter "GPAI Models").  

The requirements of the Regulation also differ in the application to the operators involved in the value 
chain of AI Systems and of GPAI Models, including the supplier, who develops and markets an AI 
System or a GPAI Model, and the deployer, who puts into operation an AI System developed in-
house or purchased from third parties. 

2.1.1 AI Systems 

The Regulation defines an AI System as "an automated system designed to operate with varying 
degrees of autonomy and which may exhibit adaptability after deployment and which, for explicit or 
implicit purposes, infers (based on the input it receives) how to generate outputs such as predictions, 
content, recommendations or decisions that may affect physical or virtual environments". 

The Regulation classifies the purposes of using AI Systems into: 

• Prohibited AI practices, which:  
(i) use subliminal techniques that act without a person being aware of it in order to materially 

distort that person's behaviour by greatly impairing that person's ability to make an 
informed decision, in a way that causes or is likely to cause that person, another person 
or a group of persons significant harm;  

(ii) exploit the vulnerabilities of a person or a specific group of persons, due to age, physical 
or mental disability, or a specific social or economic situation, in order to materially distort 
their behaviour in a way that causes or is reasonably likely to cause significant harm to 
that person or another person or group of persons;  

(iii) are designed to assess or classify natural persons or groups of persons over a period of 
time on the basis of their social behaviour or known, inferred or predicted personal or 
personality characteristics, where the social score thus obtained results in prejudicial, 
unfavourable, unjustified, disproportionate treatment;  

(iv) conduct risk assessments on natural persons for the purpose of evaluating or predicting 
the likelihood of a natural person committing a criminal offence, solely on the basis of 
profiling a natural person or assessing personality traits and characteristics;  

(v) create or augment facial recognition databases by untargeted scraping of facial images 
from the internet or from CCTV footage;  

(vi) infer a natural person's emotions in the workplace and educational institutions;  
(vii) use biometric categorisation systems that individually classify natural persons on the 

basis of their biometric data to draw inferences or conclusions about protected personal 
attributes;  

(viii) use “real time” remote biometric identification in publicly accessible spaces for law 
enforcement purposes for the prevention, investigation, detection or prosecution of crime 
or the execution of criminal penalties; 

 

• High-risk AI Systems, which pose significant risks to health and safety or to people's fundamental 
rights. These are the systems that involve:  

(i) biometric identification and categorisation of natural persons;  
(ii) management and operation of critical infrastructures;  
(iii) education and vocational training;  
(iv) employment, labour management and access to self-employment;  
(v) access to and use of essential public and private services and facilities;  
(vi) law enforcement for the purposes of prevention, investigation, detection or prosecution 

of offences or enforcement of criminal sanctions;  
(vii) management of migration, asylum and border control;  
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(viii) administration of justice and democratic processes. This includes AI Systems intended 
for use as safety components of products subject to ex ante conformity assessment by 
third parties, according to the European Union Harmonisation Regulation; 

 

• AI Systems subject to information requirements, which, regardless of their classification, are 
intended to:  

(i) interact with natural persons;  
(ii) generate audio, image, video or synthetic text content;  
(iii) recognise emotions or are used for biometric categorisation;  
(iv) generate or manipulate images or audio or video content that bears a strong 

resemblance to existing persons, objects, places or other entities or events and that 
could appear falsely authentic or true to a person (so-called “deep fakes”).  

 
This is without prejudice to the other requirements and obligations that apply if the system is also 
classified as high risk relating to the violation of fundamental rights. 

 
Most of the requirements of the Regulation apply to suppliers and deployers of AI Systems classified 
as high risk. 

2.1.2 GPAI Models 

“GPAI Models” constitute a specific case of “AI Models” and are characterised by the fact that they 
do not have a specific purpose of use but can be integrated into a wide variety of AI Systems. 
Examples of GPAI Models are the so-called Large Language Models (“LLM”) that have been 
integrated into generative AI Systems such as ChatGPT, Copilot, Gemini. 

The Regulation lays down specific requirements for suppliers of GPAI Models, in addition to those 
defined for AI Systems. In particular, they are subject to specific information obligations vis-à-vis 
operators who integrate GPAI Models into their AI Systems, both to facilitate their integration and to 
enable them to fulfil their obligations under the AI Systems Regulation.  

2.2 Other applicable regulations 
The other main external regulations related to AI are: 

• Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of 
personal data (General Data Protection Regulation - GDPR); 

• Regulation (EU) 2019/1020 on market surveillance and compliance of products; 

• EBA Guidelines (EBA/GL/2019/04) on Information and Communication Technology (ICT) and 
security risk management; 

• Bank of Italy Circular 285/2013; 

• ESMA Public Statement on the use of Artificial Intelligence (AI) in the provision of retail 
investment services (2024); 

• Opinion of the European Data Protection Board (EDPB) on certain data protection aspects 
related to the processing of personal data in the context of AI models (Opinion 28/2024). 

• Commission Guidelines on the definition of an artificial intelligence system established by 
Regulation (EU) 2024/1689 (AI Act); 
Commission Guidelines on prohibited artificial intelligence practices established by Regulation 
(EU) 2024/1689 (AI Act). 
 

2.3 Principles and Recommendations of International Bodies 
Finally, the following documents issued by international bodies are referred to: 

• EU Ethics Guidelines for Trustworthy AI, 2019; 

• UNESCO Recommendation on the Ethics of Artificial Intelligence, 2021; 

• OECD Recommendation of the Council on Artificial Intelligence, 2024; 

• Council of Europe Framework Convention on Artificial Intelligence and Human Rights, 

Democracy and the Rule of Law, 2024. 
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3 GENERAL PRINCIPLES 

3.1 Strategic relevance of the AI 
The Intesa Sanpaolo Group attaches strategic importance to investments in technology and digital 
equipment and invests in innovative technologies for the continuous improvement of both 
effectiveness and operational efficiency and as an enabling factor for new business opportunities. 
At the same time, the Group considers respect for people's rights and freedoms as a key identity 
and value factor, as set out in its Code of Ethics, which establishes, among other things, the 
commitment to support the protection and safeguarding of human rights, the demand for maximum 
transparency in company behaviour, the commitment to promote the development and use of an 
anthropocentric, reliable and environmentally friendly AI. 

In developing and/or using AI Systems, the Group respects these principles and complies with the 
provisions of the Regulation and its risk-based approach, which provides for measures proportional 
to the classification of AI Systems based on their purpose of use in relation to the possibility of 
occurrence of possible violations of the fundamental rights of individuals or possible negative 
operational, business, or corporate impacts for the companies of the Group. 

3.2 Risk-based classification 
Consistent with these principles, the Group:  

• does not develop or use AI Systems involving prohibited AI Practices;  

• if it develops or deploys high-risk AI Systems, it adopts the most stringent level of requirements 
applicable to the various phases of the life cycle, as indicated in these Guidelines and in the 
Implementation Rules governing their technical and methodological aspects;  

• with regard to AI Systems subject to information obligations, it complies with the information 
requirements of the Regulation during the design, implementation and use phases;  

• in the development and use of AI Systems, it complies with other external and internal regulations 
applicable to the Group and to individual Companies, in particular those governing the Code of 
Ethics, the IT system and data governance.  

3.3 Compliance principles 
In the development and use of AI Systems, the Group adheres to the following compliance principles: 

3.3.1 Non-discrimination and fairness 

Compliance with fairness aims to minimise the possibility that AI Systems are developed and used 
by applying unequal treatment, either unintentionally inherited due to discrimination (bias) already 
present in historical data, or unknowingly introduced and amplified during development.  

3.3.2 Accountability (human oversight) 

The Group adopts an approach whereby each high-risk AI System is subject to adequate human 
oversight, with the Business Owner still having full accountability for the results produced.  

Human oversight approaches are differentiated according to the degree of human intervention in the 
process, specifically: 

• Human-in-the-loop (HITL): human intervention is an integral part of the process; 

• Human-on-the-loop (HOTL): the human monitors the operation of the AI System and only 
intervenes in case of a potential anomaly. 

In order to ensure consistent human oversight and supervision mechanisms over the results 
produced by the AI Systems and the decisions taken as a result, the Business Owner must choose 
the most appropriate human oversight approach (HITL or HOTL), based on an analysis of the risks 
and the context of use of the AI System, also documenting its rationale. 
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3.3.3 Transparency and explainability 

Transparency and explainability measures enable adequate knowledge, awareness and control of 
the AI System.  

Transparency entails the following obligations: 

• High-risk AI Systems must be accompanied by clear and complete technical documentation and 
instructions for use; 

• in cases where the AI System interacts with natural persons and this is not obvious from the 
context, there is a disclosure requirement to reveal the “artificial” nature of the result. 

As far as explainability is concerned, AI Systems can fall into one of the following categories: 

• White box: AI System whose operation is fully explainable (e.g. decision tree); 

• Grey box: AI System whose operation can only be partially explained directly (e.g. Explainable 
Boosting Machine); 

• Black box: AI System whose operation cannot be explained directly (e.g. neural networks). 
 
The White box AI System, given its nature, does not require an explainability solution. For other high-
risk AI Systems, their use must instead be accompanied by an adequate explainability solution (i.e. 
software that provides data and information useful for understanding and interpreting the results 
produced by the AI System). 

3.3.4 Reliability 

The reliability of an AI System is its ability to function correctly, predictably, ensuring that its 
performance is consistent over time and that its behaviour is aligned with expected levels of 
accuracy. To ensure reliability, AI Systems must be developed, used and monitored in accordance 
with the applicable internal Group regulations, in particular with regard to Information Systems and 
IT Security. 

3.3.5 Confidentiality and data protection 

The compliance with confidentiality and data protection is fundamental in the context of AI because 
data are relevant throughout the life cycle of AI Systems. For this reason, AI Systems must be 
developed and used in compliance with the Group's internal regulations on IT Security, Information 
Systems and Data Protection.  

3.3.6 Generative AI Systems 

Generative Artificial Intelligence is a family of technologies capable of generating data, text, images, 
sound and other content by using GPAI Models. Generative AI Systems involve additional risks 
compared to common AI Systems such as: 

• hallucinations: risk of generating wrong answers but argued as true; 

• confidentiality and privacy: risk of lacking protection for confidential, reserved and personal data 
entered in the AI System. 

In order to mitigate the risks associated with generative AI, it is possible to resort to specific tools, 
called “Guardrails” (control mechanisms that define the boundaries within which the system can 
operate, in order to prevent discriminatory, deceptive or otherwise undesirable behaviour). 

 

4 ROLES AND RESPONSIBILITIES 

4.1 Corporate Bodies 

4.1.1 Board of Directors 

The Board of Directors, in its capacity as the Body having strategic supervisory functions: 
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• assesses and approves these Guidelines; 

• assesses and approves the level of risk tolerance with regard to the development and use of AI 
Systems; 

• is promptly informed of any critical issues of particular relevance relating to the development and 
use of AI Systems and the relevant corrective actions, examines and approves the remedial 
measures within its competence and monitors their effectiveness over time. 

4.2 Centre of Excellence and Business Owner  
The operational implementation of AI by the Group refers to a Centre of Excellence, which exercises 
a role in defining common technical standards and the technological framework.  

Business Owners must use the AI Systems in compliance with Group regulations and are 
responsible for defining business requirements and monitoring the AI Systems. 

5 MACRO-PROCESSES 

5.1 Definition of Guidelines, Rules and Risk Appetite 
The Intesa Sanpaolo Group defines:  

• these Guidelines, which are submitted to the Board of Directors for approval;  

• the AI Compliance Rules, including compliance with the principles of fairness, accountability 
(human oversight), transparency and explainability. 

 

5.2 Identification, evaluation and classification of initiatives  
The Intesa Sanpaolo Group identifies the best solution to meet operational or business needs. In 
particular:  

(i) clearly defining needs and possible solutions;  
(ii) identifying the necessary databases and possible Data Governance measures;  
(iii) identifying possible solutions already on the market or in the company libraries;  
(iv) evaluating the costs and benefits of using that solution;  
(v) identifying potential risks and the related measures; and  
(vi) choosing between in-house development and external purchase.  

Once the decision to adopt an AI System has been made a summary document is provided including 
the purpose of the solution, the data that will be used and their origin and the expected results and, 
for high-risk AI Systems, the determination of known or reasonably foreseeable risks to which they 
are exposed.  

Based on a logic of "AI conformity by design", the summary document of the AI System is submitted 
to the relevant structures that represent the outcomes of the assessments with regard to the risk 
profiles identified and the measures to be taken. The result of the assessments should provide a 
summary of the criticality of the AI System taking into account its purpose of use and the business 
functions that are supported by it. 

 

5.3 Solution Development and Implementation 

5.3.1 AI Systems in-house development  

In addition to the ordinary standards and processes of software development, the Intesa Sanpaolo 
Group complies with the rules and other technical standards regarding AI. 

These rules and standards, with measures proportional to the classification of each AI System, 
concern in particular: 

• the logic of identifying, collecting and verifying the data necessary for the operation of the AI 
System; 
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• the logic used in the choice of the algorithm that is the base of the AI System, to be made 
according to the performance of testing on historical data (where possible) and adherence to the 
requirements; in general, given the same performance and boundary conditions, the algorithm 
that is simpler to implement, execute and maintain is to be preferred; 

• the operational implementation of the measures provided for in the AI Compliance Rules, 
including compliance with the principles of fairness, accountability (human oversight), 
transparency and explainability. 
 

The Intesa Sanpaolo Group verifies the following in the various phases of the AI System life cycle, 
in accordance with the rules and standards indicated: 

• the AI System meets the expected requirements and results; 

• the malfunctions of the AI System are analysed and resolved within the agreed service levels; 

• the AI Systems classified as high risk are developed by adopting the measures provided for in 
the AI Compliance Rules; 

• documentation is prepared explaining the operation of the AI System, its interaction with the data, 
the tests carried out, the results obtained and their traceability as well as the changes made; 

• the necessary Data Governance and personal data protection measures are implemented. 
 

If the audits are successful and/or any focus points have been addressed on one of the above-
mentioned topics, the AI System is subjected to pre-activation/roll out controls. 

If, in the course of the AI System's life cycle, substantial changes relevant to the Regulation become 
necessary, the initiative is submitted again to the initial risk assessment for classification on the basis 
of the purpose of use. 

5.3.2 Purchasing third-party solutions 

If the initial assessments regarding the implementation of the AI System have led to the choice of a 
solution developed by a third party, the Intesa Sanpaolo Group verifies: 

• that the supplier of the AI System and of the GPAI Model, if any, complies with the requirements 
foreseen; 

• that the AI System meets the requirements, including those of IT security and business continuity, 
and the required technical documentation; 

• that the AI System has the required certifications; 

• that the AI System satisfies the measures provided for in the AI Compliance Rules; 

• that the solution can be integrated into the Bank IT system; 

• that the AI System and the GPAI Model, if any, comply with personal data protection 
requirements;  

• the need for any outsourcing. 
 

If the audits are successful and/or any focus points have been addressed on one of the above-
mentioned topics, the third-party AI System is subjected to pre-roll out controls. 

In the event that the third-party AI System is subject to substantial changes that are relevant pursuant 
to the Regulation by the Group's internal structures, the provisions on in-house development apply, 
and the initiative is submitted again to the initial risk assessment and classification on the basis of 
the purpose of use. 

Moreover, even when no changes are made to the AI System, if in the course of the analysis of the 
third-party AI System a change in the purposes of use, the categories of data used or the other 
characteristics originally defined by the supplier is detected, it must be submitted again for initial risk 
assessment and classification on the basis of the purposes of use. 

5.3.3 Testing/acceptance activities and rolling out 

For the purposes of rolling out the AI, in addition to the testing and acceptance activities provided for 
by the ordinary IT and information security processes and those specific to AI, the Intesa Sanpaolo 
Group verifies:  



 

Page 9 of  9 

• the compliance with the measures provided for in the AI Compliance Rules for AI Systems 
classified as high risk; 

• the completeness of the documentation supporting the operation of the System;  

• the presence of instructions for the users of the AI System;  

• the consistency of the necessary Data Governance measures. 

 

5.4 Use, maintenance and periodic review 
Once rolled out, the AI Systems are used according to the instructions and methods defined during 
internal development or indicated by the external supplier.  

The Intesa Sanpaolo Group periodically monitors the performance of the AI System and manages 
any malfunctions or performance levels that do not correspond to those defined during in-house 
development or indicated by the supplier in case of purchase. In addition, continuously monitors the 
adequacy of risk management controls for high-risk AI Systems and performance monitoring. 

If maintenance activities involve major changes to the AI System, it must be submitted again for 
classification based on the intended purpose of use and the initial risk assessment. 

In the case of AI Systems purchased from third parties, the activities are carried out with the support 
of the relevant suppliers. 

 

5.5 Training 
The Intesa Sanpaolo Group defines the training needs related to the diffusion of an adequate culture 
on AI Systems, on the contexts in which AI Systems can be used and on the related risks. 

 

5.6 Checks  

Compliance controls are carried out on the life cycle of the AI Systems; and the results of the checks 
are reported to the structures involved, which define the corrective actions that are monitored by the 
corporate control functions that carried out the controls. The critical issues found and the progress 
of the relevant corrective actions are brought to the attention of the corporate Bodies. 

 


